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ABSTRACT

We are facing the situation where cyber threats such as hacking, malware, data leakage, and theft, become an important
issue in the perspective of personal daily life, business, and national security. Although various efforts are being made to
response to the cyber threats in the national and industrial sectors, the problems such as the industry-academia skill-gap,
shortage of cybersecurity professionals are still serious. Thus, in order to overcome the skill-gap and shortage problems, we
propose a Cybersecurity technical response Job Competency(CtrJC) framework by adopting the concept of cybersecurity
personnel’s job competency. As a sample use-case study, we implement the CtrJC against to personals who are charged in
realtime cybersecurity response, which is an important job at the national and organization level, and verify the our
framework’s effects. We implement a sample model, which is a CtrJC against to realtime cyber threats (We call it as
CtrJC-R), and study the verification and validation of the implemented model.
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2) Cyber Readiness Index 2.0
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4) The Cyber Index

5) Cybersecurity Policy Making at a Turning Point
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8) National Cyber Security Index
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« Cybersecurity Capability Maturity Mode 1(C2M2)
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Fig. 1. The case of Information security
technology taxonomy
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(1) Main Taxonomy on Cybersecurity
« Impact of Cybercrime and Cybersecurity
« Technical Aspects of Cybersecurity
(2) Operational View Taxonomy on Cybersecurity
« Actions of People < Systems and Technology Failures
« Failed Internal Processes « External Events
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« End User Focus « Human Resources Focus
« Permanent Network Administrator Focus
« Temporary Collaboration Network Administrator Focus
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Table 1. Job classification

Type Description
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The coverage is determined based on the
Sub Job - MR I
Family capabilities of the employees in a job classification
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[t means the range or size of work that a person
Job : L
can do and consists of a set of similar tasks
Duty A collection of multiple tasks performed by a

particular individual

It is a unit of work activity with a specific
purpose and role, and consists of various

Task elements. Tasks are organized tasks that have a
certain purpose as a unit of work given to the
worker and can be divided or shared.

The smallest units of work (e.g, answering calls,

El )
ement recording, etc.)
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Cybersecurity technical response job competency

Table 2. Cybersecurity jobs classification

| Type Level Contents
1 -
Job capability in Technology capability in Job Family N/A N/A
eybersecurity cybersecurity Ssub Job @ Protect job @ Detect job
ub Jo
Famil Level 1 Job | @ Initial-response job
f amily @ Analysis job &) Response job
e Job Level 2 Job | high level job
obs st Py T — TS .
[ aenisingobs T Dingnasis Duty Level 3 Job | duty level job
Tdentifying elf-diagnosis j
s [ P R — - Task Level 4 Job | task level job
i dentityin " Fo— job at unit function and
ooy tord (™ avicor @ Wessurement Element Level 5 Job | .
D iedmtogy e | | T T et Sov) behavior level
o | [T ) | /|| e it Berie LS ec)
S

Generate AMCIT | Credential

Certfication

G
Update technology
taxono

Fig. 6. CtrdC framework
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Cybersecurity job competency

[

Performing capability Job capability in the
in the cybersecurity eybersecurity

Non-response job
capability

Technology capability
in the cybersecurity

Non-response Response technology
technology capability capability

Real-time response
technology capability

Non real-tim
response technology
capability

Fig. 8. Cybersecurity technical response Job
Competency against Realtime cyber threats

(Step 1) (Step 2) (Step 3) (Step 4) Evaluate
Structuring jobs Structuring job- Structuring of technology
for regl-time associated. AMOT capability in the
technical response technologies for eybersecuri
against cyber real-time Y ty
threats technical
response against
cyber threats
| Jobs structure | Jobs structure | AMOT structure Evaluation
T T T
(1) Diagnosis
(2) Measurement
Job
Classification AMCT (3) Qualification

Fig. 9. Implementation of CtrJC-R Model
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(1) Identify level 1 job.

protect, detection, initial-
response, analysis, response 1

‘Analysis of Task and KSA by Level 2 Identify required work |
(2) level 2 job candidate
selection

Job Group functions by jol
NICE Framework

l (3) Identify level 2 job | | (3) Identify level 3 job |

Review
work functions’
validity
Deducting work functions
according to level 2 Jobs
Comparison and
analysis

Real-time cyber threat
technical response level 3 job
identification(83)

Analyze Task and
KSA to identify cyber
threat technical
response level 2 jobs.

cyber threat technical response
level 2 job derivation
Comparison and
analysis

Real-time cyber threat

Identification and
Classification of
Real-time Response
Request Jobs

Identification from 52 Work
Roles in NICE Framework

Comparison and
analysis

Real-time cyber threat technical response level 2 job
technical response job group

identification(53)
identification (6 groups)

| [

Fig. 10. (Step 1) Structuring jobs for real-time
technical response against cyber threats
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Cyber Defense Infrastructure Support Specialist

(3 PR-CIR-001 AtO[Hf BFO] ACHSEEE Cyber Defense
Incident Responder

@ PR-VAM-001 FLHE H7t 247} Vulnerability Assessment
Analyst

® AN-TWA-001 /&/Z1 247} Threat/Warning Analyst

® AN-EXP-001 A2Z 29 247} Exploitation Analyst
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Table 3.

FE 639 Aela)

Identification of real-time technical

response job against cyber threats(level 2, 52)

Level 1
jobs

Level 2 jobs

operation of security system

development of cyber defense contents

penetration test for network target

Protect

@

operation of cyber defense applications/systems

penetration test for applications

treatment of intrusion artifact

operation of network device

vulnerability scan and recognition

utilization of penetration test tools and technology

Identification, capture, acquisition and reporting of
malware

monitoring and analysis of detection events

data collection

analysis of detection rules

vulnerability recognition

Detection

application of network visualization SW

(15)

utilization of search engine

verification of network alert

receiving and analyzing network alerts

monitoring and analysis tools for abnormal behavior

monitoring and identifying security issues with
control data

monitoring of open source websites

monitoring of operation environments

maintenance of integrity of evidence

processing of real-time cyber defense incidents

Initial-resp

detection, identification, alerting

onse

©

verification of IDS alert

isolation and removal of malware

monitoring and reporting of threat activity

malware analysis

imitation of threat behavior

utilization ion of social engineering techniques

utilization of protocol analysis tool

analysis of vulnerability/attack relation

performing of damage assessment

utilization of Network Analysis Tools

analysis of intrusion-associated log

packet-level analysis

utilization of security event correlation tools

Analysis
(20)

analysis of traffic - identification of network devices

analysis of packets-extract important information

analysis of traffic - perception and analysis of
malicious activities

utilization of database

utilization of path tracking tool

analysis of network traffic

log analysis

review of cyber defense accident

tracking and documenting cyber defense incidents

identification and analysis of abnormal behaviors

development and distribution of detection rules

protection of malware response networks

Response
@

query write-up

update rules and signatures
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o HEHog o 3 ‘%‘(_ﬂ-{— 52Z9 A= A JC_02_13_01 monitoring of operating environment
JC_03_01_01 retaining of evidence integrit

2 5)ed -03.07. 9 arity

06]—""E]_‘ (Table 3) JC_03.02_01 correlation and tracking of intrusion
JC_03_02_02 analysis of incident threat
JC_03_02_03 treatment of incident-related system

HI? X2 Algd 0302

513 E" E3 =T = detection of intrusion, abnormality, misuse

JC_03_03_01 - .
activity and issuance of alarms
JC_03_04_01 verification of IDS/IPS alert
PEX- slod o nZ o =
Al 2 2F 52E58 AdAsIHer, o] AFES JC_03_05_01 isolation and removal of malware
EE} ‘ﬂ?:ﬂ'%]'ozl ]. ].3‘1_ 83}‘94 Eﬂ‘ﬂ 3 x_}_tll,le JC_03_06_01 monitoring and. reporting of threat activity
. Vo u _ . JC_04.01_01 malware analysis
Table 4.9} zt}, @4 AF5E = NICE =Zd JC_04_02_01 imitation of threat behavior
C}J—?—]ﬂil?*E‘] 7“}%‘3]'}] ?%.—,’ ZS]IT{};QI 2 713;@ ;q JC_04_03_01 ut?l?zat?on of social engineeri.ng technology
" _ JC_04_04_01 utilization of protocol analysis tool

= - -

Toﬂ 3—:|‘LE]T: "“ i ZJ' ‘% ]’%{DI' JC_04_05_01 analysis of vulnerability/attack relation
JC_04_06_01 performance of damage assessment
1C 04 07 01 use of netwqtk analysis tools and identification

Table 4. Identification of real-time technical - of vulnerabilities

response job against cyber threats(level 3, 83) JC_04_08_01 log Analysis for identifying intrusion evidence
JC_04_09_01 packet level analysis

Job code Job capability (level 3 job) JC_04_010_01 use of security event correlation tools
JC_01.01_01 operation of Network Firewall JC_04_011_01 analysis of traffic for network device
JC_01.01_02 operation of Network IDS/IPS JC 04 012 01 generating and extracting important information
JC_01.01_03 operation of web firewall through_packet capturt_e —
JC_01_02_01 development of contents for network firewall JC_04.013_01 ;eciﬁ/igtr;ltilr?ntrg?f(ijc analysis of malicious network
JC_01_02_02 development of conterl*nts for network IDS/IPS utilization of DB for target-related information
JC_01_02_03 development of web firewall contents JC_04.014_01 identification
JC 0103 01 design of network penetration test 1C 04 015 01 | @nalysis and reconfiguration of tracking path
JC_01_03_02 execution of network penetration test - - tool-based networks
JC_01_03_03 analysis&evaluation of network penetration test JC_04.015_02 analysis of tracking path tool-based results
JC_01_04_01 operation of cyber defense applications JC_04_016_01 analysis of network traffic characteristics
JC_01_04_02 operation of cyber defense system 1C 04 016 02 identify abnormal activity and potential threats
JC_01_05_01 design of application pen. test I to network resources
1C_01.05_02 execution of application pen. test JC_04_017_01 identification of host log-based threats

R . o JC_04_017_02 network traffic log-based threat identification

JC_01_05_03 analysis&evaluation of the application pen. test JC_04 017 03 identify firewall and IDS log-based threats
JC_01_06_01 collection of intrusion artifacts JC_04_018_01 developing cyber defense incident Review Plan
JC_01_06_02 analysis of cyber defense incidents JC_04.018_02 implementation of cyber defense incident review
JC 01 06 03 establishment and implementation of a JC_04.019_01 tracking and documenting cyber defense cases

- - mitigation plan for cyber defense incidents 1C 04 020 01 identification and analysis of metadata-based
JC_01_07_01 operation of hub/switch - abnormal network traffic
JC_01_07_02 router operation JC_05_01_01 development and deployment of signatures
JC_01_08_01 vulnerability scan JC_05_02_01 protect your network from malware
JC_01.08_02 analysis of vulnerability scan results JC_05_03_01 build a Boolean operator-use query
JC_01_09_01 utilization of public penetration test tools JC_05_04_01 update of IDS/IPS detection rules
JC_01.09_02 utilization of commercial penetration test tools JC_05_04_02 update of virus vaccine

development and utilization of other JC_05_04_03 update of contents blacklist

JC_01.09 03 penetration test tools
JC_02_01_01 malware collection
JC_02_01_02 malware report
JC_02_02_01 monitoring of detection events 52 (F_|'71|2);—c!-?- .|°.|.‘_r" 7'% M% N ‘_rlg
JC_02_02_02 analysis of detection events
JC02.03.01 | CER SN B operaton of ojber defense Ao} 918 g 7% B S W) 9
jgigiigiigi datzla c‘ollefctLon of. <:yberI defense resources 3“"]"5 o]g} o] _‘\1],% ]A% A}H‘%vgﬂo}; 5‘—1.1—Jr -;g]_;qq_

_02_04_ analysis of detection rules -
JC_02_05_01 scanning of vulnerabilities in security systems o:]_,,].;,] /\}_o]}ﬂ Eo]’ 71501 ‘;1‘?‘1’]' 1%"7] uﬂ%oﬂ E—‘ﬂ'
JC_02_05_02 re.c.ogn_ltlon of vulnerabl.llty !n s.ecurlty system ;(_—]lql jr(l_ .=3 'r] gﬂ/(-] ;‘q] 74]2_4] o] .E.%_ HOI-HHJ o] jé_g_‘]_;]_
JC_02_06_01 utilization of network nisualization SW
JC.02.07.01 | utilization of search engine APl H 7| RF-E E8sle] AEz gy
JC_02_08_01 verlf.lcatlon of netvyork alert A ]E’Q‘ /ﬂ] é-]_l E’_}O;_! -H‘;]o_ %—ﬁ—}—iﬂ] %—}\L‘:_ 7]%
JC_02_09_01 receive and analysis of network alarms
JC.02.10.01 | utilization of network firewall o] AlE A J|e ERFE Friste] Frbslem
JC_02_10_02 Utilization of Network IDS/IPS = : T
JC_02_10_03 web firewall utilization 3‘1’]:]— (Flg' ]'1 ) % O‘j:rLoﬂ/H ] ]—t /\]—O]H Ecﬂ—
1C_02_11_01 monitoring of control data 7)1%5E5E= Table 5.9F 2ow o] xlo|nHgl 2
JC_02_11_02 identification of security issues T2 IS L 20 <
JC_02_12_01 monitoring of open source websites TE T BTFEL ]IH & E]—C 7153: :[L/‘o ]‘93‘1;]‘
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(1) Check the technologies security operation
required by job and — " : Linux server OS
identify the technologies Ei)d/;:sflgrn;rr:gt;:‘;\:‘;cal 05 security TC_04_02_02 security
to be added. technology configuration
UNIX server OS
Analysis of the Reference Data 1 TC_04_03.01 security operation
The technology added to the %Eléeii?i/ter UNIX server OS
Identify skills required :f:‘:;lzw taxonomy is Y TC_04.03.02 | security
by ok configuration
T - — Windows user Windows user OS
St 05 seaurity | 140401 | cecurty
] Linux user oS TC 04 05 01 linux user (e
J security - security
Review the validity of
fh?me;f::f:ﬂ:ﬂﬂgy (3) Update the technology UNIX user 0s TC_04_06_01 UleA user OS
taxonomy DB security security _
‘Additional technologies defined Web Web TC_05.01 01 web vulnerability
as valid are added to the security application response
technology :Iassu‘ﬁ:atmn DB. security TC05.01.02 | script dyslexia
DBMS TC_06_01_01 DBMS security ops.
Fig. 11. (Step 2) Structuring job-associated security Tc.06.0102 | DEMS security
. . . -0V igurati
technologies for real-time technical response B SOTOUTENon__
. security TC 06 02 01 DB query security
against cyber threats DB q“_ffy it design
security -
TC_06_02_02 DB query security
implementation
Table 5. Cybersecurity technology taxonomy network equipment
TC_07_01_01 vulnerability
Name of diagnosis
level 1 Nan;etofhlevel COd; tofl:evel Name of level 3 tech. TC 07 01 02 PC vulnerability
tech. iy ec - diagnosis
Network TC_01_01_01 Router A server )
equipment TC_01.01.02 | Switch/hub TC_07.01.03 gvylmggz/ihlpux/Umx
Network Wireless diagnosis ’
network TC_01_02_01 Wireless router Diagnosin
equipment Vulnerability | 1c_07.01.04 | WEB/WAS server
TC_02_01_01 Firewall diagnosis I vulnerability
1C02.01.02 | IDS/IPS DBMS vulnerabilit
Yy
TC 02.01.03 | UTM TC07.01.05 | giagnosis
Network TC_02.01.04 | VPN Vulnera information security
security TC_02.01.05 | DDoS equipments bility TC_07.01.06 | system vulnerability
TC_02_01_06 ESM/SIEM dlagr_10$|s _
Cyberse TC.02.01.07 | NMS 1€ 07 01 07 \Tj‘ffé';gﬁfy"ca“°”
CU’LW TC_02_.01.08 | NAC -7 diagnosis
system Wireless TC_07_01_08 | simulated hacking
2:2‘3’2{; TC.02.02.01 | WIPS TC.07.02.01 | static analysis
TC_02.03.01 Antiviras a il TC_07_02_02 Dynémic analys@”
ulnerabili
System TC 02.03.02 DLP o y TC_07.02.03 Mobllg vulnerabilities
security analysis Analysis
1€.02.03.03 DRM Web vulnerability
Web security | TC_02_04.01 | web firewall TC 07.02_04 analysis
TC€ 030101 | firewall policy Unknown TC_07.03.01 | 1-day vulnerability
IPS/IDS detection vulnerabilit;
TC_03_01_02 rule/ study y TC_07_03_02 0-day vulnerability
Detection rule ; ;
Detection Profile Windows Volatility
management | TC03.01.03 | <eni related) TC.08.01.01 | Information
thresholds(traffics, Collection
7€ 030104 etc.) Windows nonvolatile
Network TC_03_02_01 packet level analysis TC_08_01.02 mfﬁ)rn:gtlon
security - — collection
Event analysis TC_03_02_02 ';r:;fllycsétatlstlcs Linux/Unix Volatility
K TC_08_01_03 Information
TC03.02.03 | network status Collection
analysis f Linux/Unix
Digital Information |
2?\/;';22:%: Detection Signature/ forensic collection TC 08 01 04 | Monvolatile
Signature/Patt TC_03_03_01 Pattern Development VOV information
9 ern (Utilization of PCRE) collection
Windows Server 05 TC.08.01.05 | Network system log
. TC_04_01_01 S ity O i collection
Operati Windows ecurity Operation information security
ny server O3 Windows Server OS TC.08.01.06 | system log
system security TC04.01.02 | Security collection
i Configuration
security T 107 IT system log
Linux server TC_04_02_01 Linux server OS € 08010 collection
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TC_08_01_08 Online imaging ) Identify the (@) Identify the level of
Offline imaging (Use technologies required technologies required
TC_08_01_09 of Expert for each level 3 job for each level 3 job
Equipment)
Timeline manual Identify the skills required for dentification of technical level
) TC_08_02_01 | analysis (such as by required technology
Information xslx)
analysis —— - Re-verification of Re-verification of
Timeline Automatic e validity of the echnologies
TC08.02.02 | xo i et o reined for the o
malicious code Decision of technical level b
TC_09.01_.01 | information required technology
Malware collection e e e
management malicious code i
TC_09_01.02 | registration and (3) Create AMCJT
malicious code
Mal TC_09.01_01 information
analysls collection Fig. 12. (Step 3) Developing AMCJT for
TC.09.02.02 | Static analysis real-time technical response job against cyber
TC_09_02_03 Dynamic Analysis
—— threats
Client side language
TC_10_01_01 ) ;
web (Javascript etc.)
: Server side language 2= Hyg 5 A E oA o]l A Aok §le
programming | rc 10.01.02 | (Python, php, jsp & obell Hdk Awrbael el Apdsop se
o) 2 o] AAE B4k olele A FAlelth ¥
ser level language
TC_10_02_01 (E#') Java, Python FoA= Hll3 AF 128 A AMCJTES T+
application €tc. 1= < 5 =
programming kernel level 333]'1 CtTJC*RF—@_}’% @%ﬁ}%ﬁ] %‘g‘ﬁ‘}‘;"
TC_10_02_02 language (C, .NET,
Prog_ra etc.)
mming - TC_10.03.01 EL”eLl‘lx/U”ix bash Table 6. AMCJT(Operation of network firewall,
scrip
TC_10_03_02 | windows catch JC_01.01.01)
TC_10_04_01 MySQL/MSSQL Level 3
DB language TC.10.04.02 Oracle technology Level 3 technology name KC| oC| IC
Others (MonoDB, code
TC_10_04_03 "
etc) _ TC_01.01.01 | router M| M
embedded | TC_10.05 01 | 2ssembly/crosscompil TC_01.01.02 | switch/hub M| M
programming TC_02_01_01 firewall M| H
TC_10_05_02 bedded t
— o =t CTDECCeC SEEm TC 02.01.02 | IDS/IPS M| H
th'rtualg a;;;\;aFE/ irtu TC_11_.01_01 Vmware/Virtualbox TC_02_01.03 UTM M| M
ation - -
cloud AWS TC_11.02 01 AWS TC_02_01_04 VPN (virtual private network) M M
tools Azure TC_11.03.01 Azure TC_02_01_05 DDoS equipments M| M
€ 99 01 01 Use search result TC_02_.01.06 | ESM/SIEM M | H
Etc Search engine - - filter options TC_02_01_07 NMS M| M
utilization TC 99 01 02 Analysis of English TC_02_01_08 NAC M M
—77-E 0 Results TC_02_02_.01 | WIPS M| M
TC_02_03_01 antivirus M H
TC_02_03_02 DLP M M
8559 #HH3 7|&2 71EAQl AlelMRrgt 7] 7C.02.03.03 | DRM M| M
Reg Agste] AL . 7% A vjEZYA Y o= TC_02.04.01 | web firewall M| H|L
nlo = AT odgk o - J 9 5k TC_03_01_01 firewall policy M H L
7k 4o A% 47h el A4 TC_03.01.02 | IPS/IDS detection rule M|HI[L
TC_03_01_03 Detection Profile M M
A =, TC_03_01_04 thresholds of traffics L M
5.3 (BAR)AT - 7= ATt HEZA T TC_03.02.01 | packet level analysis L | M
TC_03_02_02 traffic statistics analysis L M
X2 . 7|4 ofn} ojEEIA & Hied TC_03_02_03 network status analysis L M
531 - |E == H__'_ :rL'_ o= TC_03_03_01 Detection Signature/Pattern M | H L
Development
— TC_04_02_01 Linux server OS security M H L
CtrdC .‘—ig‘"c{j]‘ﬂiﬂ/q Zﬂ okxl Ho]'ﬂuq%ﬂ A]'O]H'] operation
Bek AR /)% % WELA(AMCIT)E T TC.04.02.02 | Linus server 05 securiy MlH L
= 718 olef|a] AEEE R Yo} 7|4o] AHAlS BA TC_04.03.01 | UNIX :erver OS security M|HI|L
operation
5 2z 0 Huisl 2 o -
st} 87EE ey S EHE § 9l 7HkS TC_04.03.02 | UNIX server OS security M| H|L
- figuration
3l Ao con
Tdsks Aol (Fig. 12.) TC_04.05.01 | Linux user OS security M| H|L
AMCJTE A= F&s7] gJalxE 279 7] TC_04.06.01 | UNIX user OS security MH[L
TC_05_01_01 web vulnerability response L L L
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TC_05.01.02 | script obfusgatnon _ L L () DEE KD . 7S dF (EAAN JEX Ha Hof
TC_07_01_01 network equipment vulnerability L L 10 o L s AxO RABIE ozt Hol=
diagnosis ARHE QLe 7| 52 T4t 9% EItE
TC_07.01.02 | PC vulnerability diagnosis g £ ATt 2 =20Ms 'H:3, M2 L1t
TC_07_01_03 A server (Windows/Linux/ Unix) L L L £O| XS¢9-|'°|'O1 X—1‘g‘°|'7|i .'LH:|’
vulnerability diagnosis 2 XH2d g7 7|=8o| FCh &= =H
TC_07_01_.04 | Diagnosing WEB/WAS server L L L ABHZ QI E J7|&3H0| O8] 0~38 S M= X7t
vulnerability FIChe 48sioH Ap7F RIS XAl 53K, &9
TC_08.01.03 | Linux/Unix Volatility Information | L | L | L LR am e e _|xo7(-|_|g( A)'x};f’ ~ oi|
Collection SH(00), 7& s8I0 2 Mot BFE AT = ULk
[SaeSI=1" L el MAZ X Op™ o
TC_.08 0104 | Linux/Unix nonvolatile Ll |t Lo HRAR f7slE 72 BeE 1008 HHOR
information collection shitslo] Sa2 X8 4= ULtk OlE =% 100H
TC_08.01.05 | network system log collection LlL |t RO 2 £ A B, C D, F 222 MY 7Hsdtk
TC_08.01.06 | information security system log L L |L (3) Mgh/EH™ ool it X2E 7= Hn 2M &3
collection Ap7F Flch Ant g e AE 7|Ho

532 AT JlE ozt oHEEA 7 Al

A3 A = gxdes e wsphy o
(JC_01_01_01)° &5l 71%(Table 49 AR W
A &E)L Table 59 Alowr|&iFie vws&
F83te] 40F HE 87 7E FES AEsH
(Table 6.).

Table 7. Capacity for operation of network
firewall

sie 2 E Saet
Susi0l Wt St
HlolelE X2y %

=

255 7|e 8 O +F0 ofsh YHez HIkle
B0 M YYES €= ATt 27& = =2O0Ho|Ch

542 T FIt & AR

N

ol AR 5FE A% 1% AR vE
dEAZ a2 (JC_01.01.01)9) 71
& A%E Aol wa $AsaA sel, o
A Aw A stebs el AEHe)
F 1% BU AR FRER S BE ShE
458 FoI@ A3E wolFa 9lek (Table 8.)

—~

ML

F

= o o oly

4

(

Table 8. Required capability and diagnosis
result

H M L A Required technology technology capability
Knovyledge 0 0% 25| 20% 15| 18%| 40| 47% capability diagnosis result
capacty Q) Lzl & ke | oc | 1c | ke | oc | i
Operation technology code
; 14| 16%| 15| 18% 11| 13%| 40| 46%
capacity (00 i I A i M W TC_01.01.01 2 2 1 1
'"gg';argﬁ;“z‘c")’“ o| 0%| o owll 21| 25% 21| 25% TC_01_01_02 2 2 1 2
TC_02_01_01 2 3 1 2
TC_02_01_02 2 3 1 2
A HO =i I TC_02_01_03 2 2 1 2
5.4 (BA4ER Jl= B S ™I} 020104 > > ; ]
TC_02_01_05 2 2 1 2
AEWa AR .7 oy mjE’l Ay AAEE TC_02.01.06 2 3 1 2
T = ST ]E R H 1— ]‘ 176 ]\_ TC 020107 > > 1 5
A5 Azke Hrig Fart = Aoy £ ke TC_02.01.08 2 2 1 2
ARA L W Ee] 27 B A AL o T T —
2 oA 93 3E oGy} Q4E= Hofolt) TC_02_03.02 2 2 1 2
TC_02_03_03 2 2 1 1
TC_02_04_01 2 3 1 1 3 1
541 22 7|1 E7 =3 "ol gy TC_03_01_01 2 3 1 1 2 1
TC_03_01_02 2 3 1 1 2 1
TC_03_01_03 2 2 1 2
A g ke fd soEle e Al TC 0301 04 T e 2 | 1
. T 2.01 1 2 1
24, AA9 HHor AL B ERAE e 0
' TC_03_02_02 1 2 2 2
L3} 7ro] G} TC_03_02_03 1 2 0 1
TC_03_03_01 2 3 1 1 0 1
TC_04_02_01 2 3 1 2 3 1
TC_04_02_02 2 3 1 3 2 1
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TC_04.03.01 2 3 1 2 1 0 Table 11. Comprehensive evaluation result of
TC_04_03_02 2 3 1 2 2 1 technology capability for 5 jobs(ll)
TC_04_05_01 2 3 1 3 2 1
TC_04.06_01 2 3 1 2 1 1 Total five jobs
TC 050101 1 1 1 1 1 0 Required Acquired Conversion
TC_05_01_02 1 1 1 1 0 1 Score Score Score Grade
TC_07_01_01 1 1 1 1 1 1 #1 169 124 73 C
TC_07_01_03 1 1 1 1 0 1 #2 118 83 70 C
TC_07_01.04 1 1 1 1 1 1 #3 53 41 77 C
TC_08_01_03 1 1 1 1 1 1 #4 87 61 70 C
e T A 0 A T
TC_08.01.06 1 1 1 1 1 0 Sum 604 406 346
7C_10.03.01 1 1 1 1 1 1 Avg 121 81 69 b
TC_99_01_01 1 1 1 1 1 1
fable 9. Evaluat o el w3 Table 11.2 A5H AA 55 2 AF £
able . valuation result of technology % =9 soat 2 ). o]s}
o Zro] AA|7F AlolH]
capabilit of  Operation of network HoomE v T ow ==
ap v P o3 ] 7] A odgk wd LIS Ey w
firewall(JC_ 01 01 01) Ag de 71EA AT 9% 2d 7S e N
R o]y RILo] F3LA o] Ex] )} Hx
caKlr)‘:c‘:?Itl}?d(?(eC) ca?’gte:i:;ﬁ?gc) Irﬂ';:f:gﬁ;,“ﬁté‘)’" Total *ij: Zo 1 ; oﬁ‘ —’;i ;oﬂ =1 L(oﬂ ,L 1 o : j]- 1= '])
7 e e AFH R geld o girt
RS|AS| CS| RS| AS| CS| RS| AS| CS| RS| AS| Cs = e = e =T
H| o] 6 2] 9 o o 4] 15
IR 30| 34 o] o 80 | 46 AIAIZF AO[H H J|ed 12 =2 oz ol
L | 15| 30 ] 16 21| 17 47| 63 5.5 = l_'— ol 218 715 oS XF %2 24
Sum| 65| 48| 74| 83| 59| 74| 21| 17| 81 169] 124| 74 o EEM AE
G C C B C
* R_S: Required Score, A_S: Acquired Score, C_S: Conversion Score B =20 jlolmuel 7]& Hofo] AR ok w
I ~ = < d& AAEE] AABRl o, 7]Ee] fAF W Ee
FolEl Aol 71E Ag RlaE: T3 AXeH B as) 3 = o 13 o Als
Lo e ST T AR AR A et o Aele 43
o3 5] slo] =
(KC), 954 (00), 7dTHoZ E7sto 5 A T AFZEEF(NCS)S HRHS Hop=
ui] %‘%‘% T']i‘/%]:} éj’]"t_‘ Table 99} 7ELD} 3 1) A=S 5 A = )
AR 5 3oy, Exp4al e 22 2 AAE 2
o . F7] oelR Far1d e AL-E st AE
543 (BENEIR Tot Al B8 24 ; 3t r)en
sholrd, w3 ARuF Folo] A3k s1EH] 8
Shll ST LN A Sl o ABE gy D S 59 el $Eslel Wuiel fa
A I ATt Agelwt Agtrhe PAge)l EAR}. v
of ¥ Avke Agstel 24T 54 Al A% o
NICE LLEﬂO]Cqﬂ___ o:]ub]ig] Aol FE= o
A= A S| 12 o YT d AT T U] T
2 FAE A HA9 B e sEHE FEHoE v ooa 5oES 1A Lol = s
BAAs= I of| 4 3} 7le] A o3 T 52—1— ]—:] o9, KSA= Xﬂ ] ]—j‘
+43hs A Table 1031 &) Aefsisict. o} /\Zo] 2 "ol AR S 7| 2}
R R B 1l
714 APEAel AFe] KC, OC, 10§42 Jol 612 A& w 94 HPHES zhEolo} a
o Lo ylolsl 4 o} A -8 A RS ook gt
i s89= T .
S = it 2A 0:17]/(1 Xﬂol—s}v— % NICE 31_2«" —‘HEL—E— /\-“
. . BnAog BHAsle] 7]eAel deks sl v E
Table 10. Comprehensive evaluation result of o 2 A bl Hlo N7
technology capability for 5 jobs(l) & AASAL 7PA dlolH S ke A ] 2
: S : A5 AR 4% o} Ane woiFe PHe
Knowledge capacity Operation capacity Implementation ~
(%) ©9 capacty (0 shald 4 gleh o] mdlo] Z= vl 2 371
RS|AS|[cs|] G|Rs[AS[cs] G|Rs[As|[cs| @ ) N
#1 | 65| 48| 74| C| 83| 59| 71| €| 21| 17| 81| B 2 Eaia] AnE sl
#w2| 524077 c[e0[39]65] D] 6| 4|67 D N5 AR Alolwl Bl 74 o=k wd T w
#3| 25| 21 84| B[ 26| 19] 7 2 [ F
#i 33 R :2 B 42 23 6(3) ; 0] o 5-0 - oS of3 Fo] A Bk 9t
#5| 87| 55] 63| D[ 844048 F[ 6| 2 [33] F e A3 7153l 7)&H 2R gk md sk
=299 o U EH T At - = =
sum| 268 196 | 380 301 186 317 35 [ 24 | 231
Avg| 54| 39| 76| C| 60| 37| 63| D| 7 | 5 | 46| F o7|E 3 4 5 ndo] n|HYPA FHH A%
* G : Grade A 59 TAE S8 W E
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